The following information on internal control was taken from Statement on Auditing Standards 109, “Understanding the Entity and Its Environment and Assessing the Risks of Material Misstatement”, issued by the Auditing Standards Board of the American Institute of Certified Public Accountants.
Internal Control

Internal control is a process – effected by those charged with governance, management and other personnel – designed to provide reasonable assurance about the achievement of the entity’s objectives with regard to reliability of financial reporting, effectiveness and efficiency of operations, and compliance with applicable laws and regulations.  Internal control consists of five interrelated components:

1. Control Environment – Sets the tone of an organization, influencing the control consciousness of its people.  It is the foundation for all other components of internal control, providing discipline and structure.  

The control environment encompasses the following elements:
a) Communication and enforcement of integrity and ethical values

b) Commitment to competence

c) Participation of those charged with governance

d) Management’s philosophy and operating style

e) Organizational structure

f) Assignment of authority and responsibility

g) Human resource policies and practices
2. Risk Assessment – The entity’s identification and analysis of relevant risks to achievement of its objectives, forming a basis for determining how the risks should be managed.  
For financial reporting purposes, the entity’s risk assessment process includes how management identifies risks relevant to the preparation of financial statements that are presented fairly in conformity with generally accepted accounting principles, estimates their significance, assesses the likelihood of their occurrence, and decides upon actions to manage them.
Risks relevant to financial reporting include external and internal events and circumstances that may occur and adversely affect an entity’s ability to initiate, authorize, record, process, and report financial data consistent with the assertions of management in the financial statements.  

Risks can arise or change due to such circumstances as the following:

a) Changes in operating environment

b) New personnel

c) New or revamped information systems

d) Rapid growth

e) New technology

f) New business models, products, or activities

g) New accounting pronouncements

Once risks have been identified, they should be analyzed for their possible effect. Management then has to formulate an approach for risk management and decide upon the internal control activities required to mitigate those risks and achieve the internal control objectives of efficient and effective operations, reliable financial reporting, and compliance with laws and regulations.

3. Information and Communication Systems – Support the identification, capture, and exchange of information in a form and time frame that enable people to carry out their responsibilities.


An information system consists of infrastructure (physical and hardware components), software, people, procedures (manual and computerized), and data.  The information system relevant to financial reporting objectives, which includes the accounting system, consists of the procedures and records established to initiate, authorize, record, process, and report entity transactions (as well as events and conditions) and to maintain accountability for the related assets, liabilities, and equity.  

An information system encompasses methods and records that:

a) Identify and record all valid transactions.

b) Describe on a timely basis the transactions in sufficient detail to permit proper classification of transactions for financial reporting.

c) Measure the value of transactions in a manner that permits recording of their proper monetary value in the financial statements.

d) Determine the time period in which transactions occurred to permit recording of transactions in the proper accounting period.

e) Present properly the transactions and related disclosures in the financial statements.

Communication involves providing an understanding of individual roles and responsibilities pertaining to internal control over financial reporting.  It takes such forms as policy manuals, accounting and financial reporting manuals, and memoranda.  Communication also can be made electronically, orally, and through the actions of management.

4. Control Activities – The policies and procedures that help ensure that management directives are carried out.


Generally, control activities may be categorized as policies and procedures that pertain to the following:
a) Performance Reviews – These control activities include reviewing and analyzing actual performance versus budgets, forecasts, and prior-period performance; relating different sets of data to one another, together with analyses of the relationships and investigative and corrective actions; comparing internal data with external sources of information, and reviewing functional or activity performance.

b) Information Processing – A variety of controls are performed to check accuracy, completeness, and authorization of transactions.  The two broad groupings of information systems control activities are application controls and general controls.  Application controls apply to the processing of individual applications.  These controls help ensure that transactions occurred, are authorized, and are completely and accurately recorded and processed.  General controls are policies and procedures that relate to many applications and support the effective functioning of application controls by helping to ensure the continued proper operation of information systems.

c) Physical Controls – These activities encompass the physical security of assets, including adequate safeguards such as secured facilities to limit access to assets and records; authorization for access to computer programs and data files; and periodic counting and comparison with amounts shown on control records.

d) Segregation of Duties – Assigning different people the responsibilities of authorizing transactions, recording transactions, and maintaining custody of assets is intended to reduce the opportunities to allow any person to be in a position to both perpetrate and conceal errors or fraud in the normal course of his or her duties. 
5. Monitoring – A process that assesses the quality of internal control performance over time.  
An important management responsibility is to establish and maintain internal control on an ongoing basis.  Management’s monitoring of controls includes considering whether they are operating as intended and that they are modified as appropriate for changes in conditions.  
Monitoring of controls involves assessing the design and operation of controls on a timely basis and taking necessary corrective actions.  Monitoring is done to ensure that controls continue to operate effectively.  This may be accomplished through ongoing monitoring activities, separate evaluations, or a combination of the two.

Ongoing monitoring occurs during normal operations and includes regular management and supervisory activities, comparisons, reconciliations, and other actions people take in performing their duties. It includes ensuring that managers and supervisors know their responsibilities for internal control and the need to make control and control monitoring part of their regular operating processes.

Separate evaluations are a way to take a fresh look at internal control by focusing directly on the controls’ effectiveness at a specific time. These evaluations may take the form of self-assessments as well as review of control design and direct testing.

Monitoring activities may also include using information from communications from external parties, such as clients, that may indicate problems or highlight areas in need of improvement.
